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High-Speed QRNG Based on Phase Noise of VCSEL and DFB Laser
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Quantum random number generators (QRNGs) are crucial for cryptography and secure data
transfer; however, existing implementations often compromise between speed, cost, and
complexity. In this paper we present QRNG based on a phase noise of a vertical-cavity
surface-emitting laser (VCSEL) heterodyned with distributed feedback (DFB) laser, that
combines the ultra-narrow linewidth and stability of DFB lasers with the high entropy phase
noise of VCSELs at 1550 nm. We characterize optical beats of the setup and implement
the XOR post-processing algorithm to suppress correlations when the signal is digitized,
achieving random bit generation at 12 Gbps. The generated sequences pass NIST SP 800-
22 tests while operating at low bias currents and with high stability, therefore, it can be
successfully implemented into quantum key distribution systems that demand both speed

and reliability.
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1. INTRODUCTION

Quantum random number generators (QRNGs) based on
the phase noise of lasers are vital components for cryp-
tographic applications, especially quantum key distribu-
tion systems due to high phase uncertainty and robustness
to the detector noise [1]. QRNGs produce true random
numbers because of quantum phenomena, particularly, be-
cause of quantum mechanics axiom of incompatibility and
uncertainty for the phase-noise based QRNGs. Several
groups demonstrated QRNGs with the random bit genera-
tion rates up to Gbps [2—4]. Most of the experimental set-
ups demonstrated are self-heterodyned [5,6] and use only
one light source, which means the QRNG is device-trusted.
However, the device may be defective, or it can be compro-
mised by the adversary, so the device-independent QRNGs
are more secure than the device-trusted [7]. Another possi-
ble solution is a semi-device-trusted QRNG. Avesani et al.
developed the semi-device-trusted QRNG setup based on
the continuous-wave laser as a light source and achieved
the sequence generation rate of 113 Mbps [8]. Neverthe-
less, such devices have lower speed despite the higher at-
tack resistance.

In Ref. [9] one of the first delay-free device-trusted set-
up was demonstrated, which was based on two DFB-lasers
and achieved random bit generation rate up to 600 Mbps.
DFB laser diodes have been implemented into several
QRNG schemes operating as continuous-wave lasers [ 10—
13]; however, in Ref. [14] it was shown that pulsed pro-
cesses can reach higher random bit rates. In contrast to
VCSEL-based, QRNG based on DFB-lasers demonstrat-
ed better stability and lower autocorrelations along with
high coherence. Moreover, QRNG based on DFB-lasers
reached high sequence generation rates up to hundreds of
Gbps [13]. Meanwhile VCSELs have numerous advan-
tages for QRNG applications such as construction sim-
plicity, small size, low threshold current, high energy ef-
ficiency, and high modulation speeds in comparison with
edge-emitting lasers [10,15]. Moreover, broad phase noise
bandwidth, up to hundreds of MHz, can be reached with
VCSEL. The phase noise of VCSEL also can be increased
with the gain switching mode, allowing the laser to build
up from spontaneous emission with each pulse [15].

In this paper, we present the hybrid approach to basic
QRNG setup based on the phase noise using VCSEL and
DFB-laser. Using the advantages of both types of lasers:
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Fig. 1. The scheme of the proposed QRNG.

high entropy extraction and stability for quantum key dis-
tribution links, we applied the post-processing algorithm
which included the XOR operation as one of the fastest
and simplest algorithms for random bits generation to mit-
igate correlations that are possible when the heterodyne
beat signal of the lasers is digitized. The post-processing
algorithm includes determining the optical beat signal reg-
istration time which corresponds to the highest differential
entropy value.

2. METHODS

We developed the setup using the 1550 nm VCSEL with
strained quantum wells InGaAs/InAlGaAs [16] and the
InGaAsP/InP laser module Nolatech DFB-1550-14BF.
The proposed quantum random number generator setup is
presented in Fig. 1. The VCSEL is pumped by a constant
current source and a pulse generator Keysight M8195A
connected through a bias tee provides gain-switching
mode, while DFB-laser operates in continuous wave
mode and is controlled by a laser driver. The laser mod-
ule DFB-1550-14BF is butterfly-packaged with a built-in
thermo-electric cooler and a temperature sensor, and the
DFB laser temperature is stabilized by the driver. The tem-
perature of the VCSEL is stabilized using a temperature
controller. To protect the lasers from the reflected signals,
two optical isolators are placed after the laser outputs.

Optical splitter combines the output signals of the
VCSEL and the DFB-laser resulting in their heterodyning
and divides the signal into two equally-power signals. The
lasers have polarized output and the setup uses standard
single mode fibers for interconnects, that are fixed to the
optical table. To maximize heterodyne signal amplitude,
the polarization controller is used. The heterodyned signal
shows optical beating signals when the VCSEL is gain-
switched, with the phase of the VCSEL being random as
the laser is switched-off between pulses.

One of the signals is transmitted to a monitor photode-
tector, and another signal goes to a photodetector and an an-
alog-to-digital converter (ADC). The control module regis-
ters the output signal of the monitor photodetector to check
the QRNG system operation and determines the time delay
made with the controlled analogue delay line; therefore,
the post-processing algorithm is realized according to the
maximum entropy value calculated. The serializer changes
the parallel output interface of ADC to sequential in com-
pliance with the number of least significant digits M, which
is equal to 4. The serializer output signal is divided into
two sequences. One of these streams is transmitted through
the controlled bit delay and shifted by K bits backwards in
time. Then the exclusive OR (XOR) operation is applied to
resulting sequences. Therefore, the output signal is the bit
sequence with generation rate of M/ T, i.e. multiplication of
number of least significant digits M and generator pulse fre-
quency 1 / T, which corresponds to frequency of the appear-
ing pulses. In the experimental approbation of the proposed
scheme, the optoelectronic converter Keysight N7004A
having the bandwidth of 33 GHz was used as the photode-
tector, and the oscilloscope Keysight UXR0204A was used
as the ADC. The post-processing was done offline using
Julia language software based on the recorded time traces.

The post-processing algorithm determines the time
when the highest value of registered optical beats differ-
ential entropy is achieved. To evaluate it, the histograms
of optical beat magnitudes were recorded according to the
delay time change from 0 to pulse period T with step dt,
which corresponds to the following number of values:

B=T/dt+1. ()

The differential entropy was estimated according to
the formula:

J
H =Y p.dilog(p,dy), )

Jj=1
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Fig. 2. Magnitude of optical beats and probability density distribution: a) pump current is 1.45 mA, pulse frequency is 1 GHz, duty
cycle is 20%, pulse magnitude is 280 mV; b) pump current is 1.55 mA, pulse frequency is 1 GHz, duty cycle is 20%, pulse magnitude
is 230 mV; c) pump current is 1.45 mA, pulse frequency is 3 GHz, duty cycle is 65%, pulse magnitude is 1000 mV; d) pump current is
1.55 mA, pulse frequency is 3 GHz, duty cycle is 65%, pulse magnitude is 600 mV.

where p; is probability density of optical beat magnitude
in the computed histograms, J is the number of inter-
vals (histogram bins). The interval step dj is defined with
the following equation:

dI:(A _Amin)/‘]’

max

(€)

where 4, is the maximum magnitude of optical beats,
A . is the minimum magnitude of optical beats. Thus, the
matrix of JXB values is determined, where each value cor-
responds to the probability density of optical beat magni-
tude over the pulse delay.

3. RESULTS AND DISCUSSION

The optical beats are presented as the interference result
of VCSEL and DFB laser radiation. Histograms of opti-
cal beats obtained for several cases are presented in Fig. 2
with the parameters given in the caption. We adjusted the
pulse magnitude to maintain stable gain-switching mode
for VCSEL and, consequently, to get distinct optical beats.
Oscilloscope saved the time-domain diagrams with the
sampling frequency of 128 Gbps (time step df = 7.81 ps).
For each of the 4 cases 805306368 values were recorded,

and the number of amplitude intervals for the histogram
was J = 200.

The differential entropy was calculated according
to the formula (2). The time-domain distributions of
the entropy are presented in Fig. 3. According to the
described post-processing algorithm, the values of the
signal recorded by the ADC were extracted at the time
moments where the maximum entropy values of opti-
cal beats were observed. To verify the randomness of
the digits, the probability distribution function (PDF),
and the autocorrelation function (ACF) of the random
value arrays were calculated (Fig. 4). According to the
presented diagrams of PDF and ACF, all the digital se-
quences may be considered as random, since there is
no correlation or periodicity. However, the pulse gen-
eration frequency impacts the shape of the PDF. The
pulse frequency of 1 GHz corresponds to the complex
distributions with bumps at the edges, but for the pulse
frequency of 3 GHz the exponential decay of PDF is
observed. The increase of pumping current leads to the
plateau broadening.

The obtained ADC digits were then converted to bits,
and the obtained binary sequences were validated with
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Fig. 4. Probability distribution fuction (a, c, e, g) and autocorrelation function (b, d, f, h): when pumping current is 1.45 mA, pulse
repetition frequency is 1 GHz (a, b); pumping current is 1.55 mA, pulse repetition frequency is 1 GHz (c, d); when pumping current is
1.45 mA, pulse repetition frequency is 3 GHz (e, f); pumping current is 1.55 mA, pulse repetition frequency is 3 GHz (g, h).

NIST SP 800-22 tests [17] using p-value of 0.01. There-
fore, the fraction of sequences which passed the tests at
significance level a of 0.01 should be equal to:

4)

where m is the number of random beats subarrays consist-
ing of 10° number of bits.

The fractions of sequences which were verified with
the tests without post-processing are presented in Table 1.

p;=099+3{(1-)a/m,

The fractions of sequences marked with gray color corre-
spond to the failed test.

Then, the binary sequences were post-processed with
XOR operation with 1-bit shift where two neighboring
bits undergo XOR, to eliminate possible correlations re-
lated to the digitizing. The fractions of sequences passed
the test with post-processing are presented in Table 2.

The tables show that all the tests were passed for the
combination of the following parameters: 1) without the
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Table 1. The fraction of sequences passed the corresponding NIST SP 800-22 test without post-processing.

Test Fraction of sequences passed the test
1 GHz 3 GHz

1.45 mA 1.55 mA 1.45 mA 1.55 mA
Frequency (Monobit) Test 1 1 1 0.973
Frequency Test within a Block 1 1 0.987 1
Runs Test 1 1 1 1
Test for the Longest Run of Ones in a Block 1 0.96 1 0.987
Binary Matrix Rank Test 1 1 1 0.973
Discrete Fourier Transform (Spectral) Test 1 1 1 1
Non-overlapping Template Matching Test 1 1 1 1
Overlapping Template Matching Test 1 1 1 0.973
Maurer’s “Universal Statistical” Test 0.96 1 0.96 0.987
Linear Complexity Test 1 1 1 1
Serial Test 0.96 1 1 1
Approximate Entropy Test 1 1 0.987 0.987
Cumulative Sums (Cusum) Test 1 1 1 0.947
Random Excursions Test 0.96 0.96 0.947 0.867
Random Excursions Variant Test 0.92 0.96 0.96 0.96

Table 2. The fraction of sequences passed the corresponding NIST SP 800-22 test with post-processing.

Test Fraction of sequences passed the test
1 GHz 3 GHz

1.45 mA 1.55 mA 1.45 mA 1.55 mA
Frequency (Monobit) Test 1 1 1 1
Frequency Test within a Block 1 1 1 1
Runs Test 1 1 1 0.933
Test for the Longest Run of Ones in a Block 0.92 1 1 1
Binary Matrix Rank Test 0.96 1 0.987 1
Discrete Fourier Transform (Spectral) Test 1 1 1 0.96
Non-overlapping Template Matching Test 1 1 1 0.987
Overlapping Template Matching Test 1 1 1 1
Maurer’s “Universal Statistical” Test 1 0.96 1 1
Linear Complexity Test 1 1 1 1
Serial Test 1 1 0.987 0.973
Approximate Entropy Test 1 1 1 1
Cumulative Sums (Cusum) Test 1 1 1 1
Random Excursions Test 0.96 0.72 0.96 0.907
Random Excursions Variant Test 0.88 0.88 0.96 0.933

post-processing, pulse frequency of 1 GHz and current of
1.55 mA; 2) with the post-processing, pulse frequency of
3 GHz and current of 1.45 mA. According to Table 2, the ap-
plied postprocessing improved the performance of QRNG
at the pulse frequency of 3 GHz and current of 1.45 mA,
but for the other sequences the performance was deteriorat-
ing. Particularly, there is a strong decrease in the fraction of
sequences that passed the random excursions variant test.

4. CONCLUSIONS

In this paper, we demonstrated the QRNG setup based on
phase noise of VCSEL and DFB-laser. The combination of

two different sources provides stable operation in pulsed
gain-switched mode. The developed QRNG produces ran-
dom sequences with the generation rate up to 12 Gbps,
which is significantly higher than the generation rate of
QRNG based on DFB lasers, requiring only simple XOR
post-processing. The autocorrelation function showed
lower values than the typical autocorrelation function of
VCSEL-based QRNGs, which is due to the time stamps,
at which the random numbers are extracted, corresponding
to the maximized differential entropy, and hence the ran-
domness quality and the communication security may be
increased. No delay line is required for the presented set-
up; therefore, the presented setup may be further modified
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as an on-chip device. As the 1550 nm DFB-laser is usually
constructed with InP or InGaAsP material platform, while
the VCSEL material is InGaAs/InGaAlAs, the on-chip in-
tegration may be conducted heterogeneously using silicon
or silicon nitride substrate [18]. Moreover, the additional
challenge for the on-chip design is to provide optical iso-
lation for both sources. In perspective, it may be solved
with magneto-optical isolators [19] or other modifications
of current scheme.
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KBaHTOBBIN reHeparop ciay4anHbIX YUCeJ HA OCHOBEe (Pa30BOI0 LIymMa
BUJI nu POC-na3epa

K.P. Pazxxusuna ', SI.H. Kosau '*, A.B. Koaxes', E.C. Kosone3nsrii '

"VIHCTHTYT TIepCTIeKTMBHBIX CHCTEM Mepeaun Jannbix, Yausepcuter MTMO, Kpousepkcknii 1ip., 49, nut. A, Cankr-Tletep6ypr,
197101, Poccus

* dusnko-rexuuueckuii uacTUTYT M. A.D. Modde Poccuiickoii akagemun nayk, [lonutexuudeckas yi., 1. 26, Cankr-Tlerep6ypr,
194021, Poccus

AnnoTtanms. Ksautossie reneparopsl ciydaiiabix uncen (KI'CY) siBisitoTcst BKHBIMU KOMIOHEHTAaMH JUTsl KpUITTOrpaduu 1 6e301acHoit
nepe/iauy JIaHHBIX, OJTHAKO B pa3padaThIBaeMbIX YCTPOMCTBAX 4acTO HEOOXOIMMO MCKATh KOMIIPOMHUCC MEXKIy CKOPOCTBIO TeHEpaIuiu
CITy4allHbIX YMCENI, CTOMMOCTBIO U CIOKHOCTBIO yCTpoiicTBa. B nanHoit crarbe npencrasinen KI'CU, ocHoBaHHBIN Ha (ha30BOM HIyMe
curHasa ontudeckux Ouennit POC-nazepa u BIJI, 4to mo3BosiseT coyerars y3KyH CICKTPalbHYIO JHHUIO U cTabmibHOCTH POC-
Jla3epa BMECTE C BBICOKOW JHTPOIHUCH, XapakrepHoi st (aszoBoro miyma BUJI, Ha nymuse BonHbI m3nydeHus 1550 um. B cratbe
OIMCAH CUTHAJI ONTHYECKUX OMEHNUIT Ha BBIXOJE U3 MPE/ICTABICHHON TMOPUIHOI yCTAaHOBKH, B KAYECTBE AJITOPUTMA IT0CT-00pabOTKH
IpUMeHeHa omepanus uckirodatomee MJIM juist mopaBieHus: KOppesyid, JOCTUTHYTa CKOPOCTh IeHEpaluH CIy4ailHbIX OUT 10
12 I'6ut/c. CrenepupoBaHHbIe TIocIe 0BaTeIbHOCTH yerenHo npouuid Tectsl NIST SP 800-22 npu noaiepkaHiuy HU3KOTO CMEICHHUS
1 BBICOKOI CTaOWJIBHOCTH YCTaHOBKH, B CBSI3M C 4YeM Takas MOpHIHAs CXeMa MOXET ObITh NPUMEHEHa Ul CHCTEM KBaHTOBOTO
pacnpeseneHus KIoue, Uisi KOTOPBIX HEeOOXOANMBI CKOPOCTh M HaJIeKHOCTh yCTPONCTBA.

Kniouesvie cnosa: KBaHTOBbIE reHepaTopsl cinyvaitnbix uncern; BUJI; POC-na3epsr; Ga3oBbii mrym
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